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Introduction

Technology continues to develop at an incredible pace and is being leveraged more and more in the
healthcare industry. The Electronic Health Record (EHR) is facilitating more timely access to, and
sharing of, clinical information among healthcare providers, with the ultimate goal of providing better
patient care. However, as more patient information is captured and stored centrally the
responsibility for the safe keeping of this patient information becomes blurred and threatens the
privacy of the patient.

Discussion

Historically, care providers have maintained a custodial responsibility for maintaining the privacy and
confidentiality of their patients’ clinical information. This responsibility was built on a foundation of
trust that the provider would maintain and disseminate information, to other providers, only as
necessary and in the best interest of the patient. Healthcare professionals acted as patient
advocates and disclosed information based on sound knowledge and judgment.

As technology evolves and the concept of an EHR is actually being realized, through the central
storage of clinical information, the responsibility for the security of this information is now shared
across providers, patient and jurisdictional authorities. This shared responsibility poses numerous
challenges and conflicts which all jurisdictions are struggling to resolve.

Conclusion

This presentation discusstD, in depth, the challenges faced by jurisdictions, providers and patients in
assuming their responsibility for securing health information in an EHR and provide some practical
alternatives for early EHR deployments.
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