
Table 2: Summary of the studies on the Application of Internet of Things (IoT) in Cancer Care and Management 

Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Cheong et al. 

(2018) 

South. Korea 

Efficacy of 

Mobile Health 

Care Application 

and Wearable 

Device in 

Improvement of 

Physical 

Performance in 

Colorectal 

Cancer Patients 

Undergoing 

Chemotherapy 

Managing 

functional loss, 

treatment-related 

toxicities, and 

decreased quality 

of life in cancer 

patients 

undergoing 

chemotherapy by 

the use of a 

mobile health 

care application, 

or the provision 

of healthcare or 

healthcare-

related services 

through the use 

of portable 

devices 

Cohort Mobile health 

care 

application 

using 

wearable 

devices and 

smartphones 

(IoT) 

Smartphone 

application 

and wearable 

device 

Even as chemotherapy 

was being administered, 

the patient's physical 

capabilities and cancer 

treatment-related 

symptoms improved 

because of the customized 

rehabilitation program 

supported by IoT and 

mHealth. 

The current study 

lacks a control group; 

the 26% withdrawal 

rate; the impact of the 

various treatment 

regimens were not 

taken into account. 

IV 

Sun et al. 

(2017)  

California, USA 

Wireless 

Monitoring 

Program of 

Patient -

Centered 

Outcomes and 

Recovery Before 

and After Major 

To carry out a 

proof-of-concept 

pilot study for an 

outcome 

monitoring 

platform for major 

abdominal cancer 

surgery that is 

Cohort Wireless 

devices 

commercially 

available 

wristband 

pedometer 

Vivofit 2; 

Garmin Ltd 

Cancer patients before 

and after surgery were 

observed using a 

pedometer, the result 

showed that the patients 

who were less mobile had 

higher complication rates. 

Small sample size, 

study population 

included variety of 

operation types. 

Diverse population 

e.g. socio-economic 

status, and 

adherence 

IV 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Abdominal 

Cancer Surgery 

wireless and 

patient-centered. 

Gresham et al. 

(2018)  

USA  

Wearable activity 

monitors to 

assess 

performance 

status and 

predict clinical 

outcomes in 

advanced cancer 

patients 

With the added 

aim of completing 

the measurement 

of clinical 

outcomes and 

PROs, it was 

established the 

possibility of 

employing a 

wrist-worn, 

consumer-based 

activity monitor to 

objectively 

quantify physical 

activity in 

advanced cancer 

patients. 

Cohort Consumer-

based 

wearable 

activity monitor 

device 

Fitbit Charge 

HR® 

On average, increasing 

daily steps by 1000 led to 

significantly lower 

hospitalization risks. 

Additionally, climbing stairs 

was linked to lower rates 

of toxicities and 

hospitalizations. 

The study was limited 

by its small size and 

brief duration; most 

participants had 

advanced cancer of 

the pancreas. 

Patients tended to be 

sicker as a result. 

a worse prognosis 

than and greater 

incidence anticipated 

for other cancer 

groups. This may 

possibly be the cause 

of the lower average 

PRO scores. 

number of observed 

negative occurrences, 

hospitalizations, and 

fatalities during the 

study  

IV 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Dreher et al. 

(2019)  

USA 

Fitbit Usage in 

Patients with 

Breast Cancer 

Undergoing 

Chemotherapy 

The value of 

wearing Fitbits to 

track exercise 

and sleep while 

receiving 

chemotherapy 

Controlled 

Trial 

without 

Random-

ization 

Fitabase data 

management 

platform 

Fitbit Due to the low compliance 

of the participants 

throughout the treatment, 

wearable technology like 

the Fitbit is not an ideal 

instrument to track 

physical activity of patients 

undergoing chemotherapy. 

To increase wear in active 

treatment settings, 

interventions such as 

phone calls, SMS, or other 

reminders to maintain 

adherence are probably 

necessary. 

With 16.9% of 

patients failing to 

sync their Fitbit 

gadget at least once, 

Fitbit wearer 

compliance was low. 

III 

Gupta et al. 

(2018) 

India 

Feasibility of 

Wearable 

Physical Activity 

Monitors in 

Patients with 

Cancer 

To evaluate the 

viability of 

utilizing PAMs to 

longitudinally 

evaluate PS and 

physical activity 

in cancer 

patients. 

Controlled 

Trial 

without 

Random-

ization 

Wearable 

Physical 

Activity 

Monitors 

(PAMs) 

Fitbit Flex 

(smart phone) 

Patients who wore the 

PAM reported feeling 

encouraged to be active 

and reporting no problems 

with utilizing the gadget. 

There were no formal 

durations or times of 

use per day. Patients 

taking off their 

gadgets to recharge 

them, etc., caused 

the accuracy of the 

data collected to be 

erroneous. 

III 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Onasanya et 

al. (2019)  

Canada 

Secured Cancer 

Care and Cloud 

Services in 

IoT/WSN Based 

Medical Systems 

To determine how 

the Internet of 

things will be 

used for cancer 

therapy and 

diagnosis 

Qualitative 

Descriptive 

Proposed 

cloud services 

Wireless 

sensor 

network, smart 

devices 

The outcome 

demonstrated that the 

suggested medical IoT-

based system was useful 

in improving cancer 

patients' monitoring, 

therapy, and diagnosis. 

The study limited 

itself to the 

consequences of the 

IoT which related tp 

confidentiality and 

privacy 

VI 

Maxwell-Smith, 

et al., (2018)  

Australia 

Wearable 

Activity 

Technology and 

Action-Planning 

(WATAAP) to 

promote physical 

activity in cancer 

survivors: 

Randomized 

controlled trial 

protocol 

An intervention 

combining WAT 

(The Fitbit Alta) 

with self-

regulation 

techniques 

(action planning, 

goal-setting, and 

coping planning) 

was examined to 

increase physical 

activity and 

minimize 

sedentary 

behavior in 

colorectal and 

gynecologic 

cancer survivors. 

Randomiz-

ed Control 

Trial 

WATAAP Fitbit Alta, and 

telephone-

delivered 

feedback and 

support 

session 

Acceptable physical 

activity programs have the 

potential to enhance 

cancer survivors' health. 

WATAAP encourages 

cancer survivors to 

exercise. 

Not mentioned II 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Sriram et al. 

(2022) 

India 

A Smart Solution 

for Cancer 

Patient 

Monitoring 

Based on 

Internet of 

Medical Things 

Using Machine 

Learning 

Approach 

To evaluate the 

effectiveness of 

suggested IoMT-

based cancer 

detection 

methods, which 

can be utilized to 

track patient data 

and deliver 

improved care. 

Random-

ized 

Controlled 

Trial 

MIoT Medical 

internet of 

things 

specifically a 

wearable 

sensor, 

algorithm 

Patients were observed 

24/7 with wearable 

sensors on the body. It is 

very useful in monitoring 

the data of patients 

accurately 

Only limited in 

obtaining accurate 

information of the 

patients and the 

future of this model 

can be used for 

treatment and 

instruction facilities 

from the doctors while 

outside the hospital 

II 

Park et al. 

(2021),  

South Korea 

Internet of 

things-based 

lifestyle 

intervention for 

prostate cancer 

patients on 

androgen 

deprivation 

therapy: A 

prospective, 

multicenter, 

randomized trial 

To evaluate the 

possible 

advantages and 

consequences of 

IoT-based 

technology in 

androgen 

deprivation 

therapy and more 

generally, in the 

field of cancer 

rehabilitation, for 

lifestyle 

interventions in 

patients with 

prostate cancer. 

Cohort Smart After-

Care System 

(SAC) system 

comprises a 

commercially 

available 

Android-based 

smartphone, a 

smartphone 

application 

and a web-

based 

platform. 

Smartband 

(Neofit band, 

KT, Korea) 

This study showed that 

SAC is a useful treatment 

for ADT-related side 

effects, improving 

cardiorespiratory 

endurance, sarcopenic 

obesity, and health-related 

quality of life. In patients 

with PCa on ADT and 

more broadly, in the field of 

cancer rehabilitation, the 

application of IoT-based 

technologies has the 

potential to increase the 

therapeutic effect of 

lifestyle treatments. 

A 12-week 

intervention time 

could not be long 

enough to provide 

clinically significant 

results in ADT, which 

is one of the study's 

weaknesses. In 

addition, 14.0% of the 

patients dropped out 

during follow-up, 

which could have 

biased the analysis. 

or may indicate initial 

enthusiasm in a novel 

application like SAC, 

followed by a 

reduction in that 

interest. 

IV 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Ayyoubzadeh, 

et al., (2023),  

Iran 

Remote 

Monitoring of 

Colorectal 

Cancer (CRC) 

Survivors Using 

a Smartphone 

App and Internet 

of Things–Based 

Device: 

Development 

and Usability 

Study 

To create a 

remote 

monitoring 

system as a 

technical 

advancement for 

the post-

discharge 

treatment of 

colorectal cancer 

survivors. 

Qualitative 

descriptive 

Microsoft SQL 

and the 

Microsoft 

Visual Studio 

2019 IDE 

Server-side 

software was 

created using 

Server 2019. 

Wristband 

device. The 

hardware is an 

accessory that 

is worn on the 

wrist like a 

bracelet. It can 

measure body 

temperature 

and the pulse 

of the heart. 

The findings demonstrated 

that CRC patients might be 

monitored using a mobile 

health app. the utilization 

of system software and 

IoT-based vital sign 

monitoring  

Adding customisation 

options can aid in 

obtaining quantifiable 

Using patient-generated 

qualitative data to improve 

care 

A preliminary 

assessment of the 

software's usability. 

The system should be 

evaluated from a 

variety of angles with 

the participation of 

more specialists and 

patients. They chose 

to restrict the scope 

of the study in the 

initial usability 

assessment due to 

resource constraints. 

The availability of 

hardware sensors 

and modules in the 

Iranian market is 

another restriction 

that restricts the types 

of sensors that can 

be used in the 

hardware design. 

VI 

Rahman et al., 

(2019)  

Saudi Arabia 

An IoT and 

Blockchain-

Based Multi-

Sensory In-

Home Quality of 

Life Framework 

To develop a 

system that 

would allow 

various medical 

and ambient 

intelligent IoT 

Controlled 

Trial 

without 

Random-

ization 

in-home 

quality of life 

monitoring 

framework 

EEG, EMG, 

ECG, 

kinematic 

gesture 

tracking, pupil 

monitoring, 

Created a multi-sensory 

IoT-based framework that 

is especially designed for 

monitoring cancer patients' 

quality of life.  

Research did not 

specify limitations of 

this experiment 

III 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

for Cancer 

Patients 

sensors to collect 

information on a 

person's quality 

of life from their 

home and safely 

share it with their 

community of 

interest. 

and ambient 

intelligent 

sensors are 

examples of 

quality-of-life 

tracking 

sensors. 

Built a safe technique for 

exchanging EHR and EMR 

data 

Park et al., 

(2019)  

South Korea 

Mobile Phone 

App–Based 

Pulmonary 

Rehabilitation for 

Chemotherapy-

Treated Patients 

with Advanced 

Lung Cancer: 

Pilot Study 

To assess the 

viability and 

effectiveness of 

smartphone app-

based PR on 

physical activity 

tolerance, 

symptom control, 

and quality of life 

in advanced lung 

cancer patients 

undergoing 

chemotherapy. 

Cohort Smart 

Aftercare app 

URBAN S 

wearables 

An efficient and practical 

approach for improving 

exercise capacity and 

controlling symptoms and 

distress in advanced lung 

cancer patients receiving 

chemotherapy using 

smartphone app-based 

PR. 

There was no control 

group; additional 

randomized 

controlled research is 

required to 

demonstrate the PR 

on smartphones is 

more effective than 

traditional education. 

The IoT platform's 

data is untrustworthy 

if the IoT device 

suffered a systemic 

error. 

IV 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Soto-Perez- 

De-Celis, et al., 

(2018) 

 Mexico 

A pilot study of 

an accelero-

meter-equipped 

smartphone to 

monitor older 

adults with 

cancer receiving 

chemotherapy in 

Mexico 

To assess the 

level of toxicity of 

Chemotherapy 

drugs in Cancer 

patients using the 

smartphone 

accelerometer-

based 

applications that 

measure the 

number of steps. 

Controlled 

Trial 

without 

Random-

ization 

Accelerometer

-equipped 

Android 

smartphone 

A smart phone 

with an open 

source, cost-

free 

pedometer 

application. 

The level of toxicity from 

cancer treatment has been 

correlated to the decline in 

the number of patients' 

steps per day. 

In Mexico, there was 

no established 

standard for daily 

step counts, so 

smartphone 

applications were the 

most efficient way to 

count steps, and the 

healthcare provider 

must phone the 

patient personally to 

confirm that they are 

indeed the patient. 

Not many people 

carried smartphones, 

especially on days 

when the number of 

steps were counted. 

III 

Ji et al.,  

(2019)  

South Korea 

Mobile Health 

Management 

Platform–Based 

Pulmonary 

Rehabilitation for 

Patients with 

Non–Small Cell 

Lung Cancer: 

Prospective 

Clinical Trial 

To examine the 

outcomes of a 

tailored 

pulmonary 

rehabilitation 

program for 

NSCLC patients 

utilizing real-time 

mobile patient 

health data. 

Cohort mHealth 

rehabilitation 

platform 

Smartphone 

with an app-

based 

program 

Can supplement 

rehabilitation programs 

that are based in 

traditional healthcare 

facilities. The quality of life, 

dyspnea, and physical 

activity can all be improved 

with the use of this 

technology. 

In patients with 

advanced stages of 

NSCLC, 33%. The 

study did not examine 

long-term outcomes. 

Many patients had 

trouble using the 

technology or lacked 

the necessary 

equipment for study. 

IV 



Primary 

Author (Year) 

Country 

Title of the 

study 

Main Focus 

& Objective 

Study 

Design  

IoT Platform IoT device Study Findings Study Limitation(s) Level of 

Evidence 

(LOE) 

Marthick et al., 

(2018)  

Australia 

An Interactive 

Web Portal for 

Tracking 

Oncology Patient 

Physical Activity 

and Symptoms: 

Prospective 

Cohort Study 

To assess the 

usability of an 

interactive Web 

portal created to 

assist cancer 

patients in 

increasing their 

daily levels of 

physical activity 

Cohort Internet-based 

web portal 

database 

Misfit Shine Possible for those with a 

history of cancer to utilize. 

To determine the best 

coaching techniques, 

additional research is 

required. 

To determine the best 

coaching techniques, 

additional research is 

required. 
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